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[bookmark: _Toc72852190]
One Step Installation

Download the FinTech install file and save it on the C: drive at C:\FinTechSetup.  Do not use C:\FinTech as that location is reserved.
On client’s computer create a c:\fintechsetup folder, copy OneirFinTechInstall 1.4.472.exe to that folder as well the JSON file, then run OneirFinTechInstall 1.4.472.exe


Introduction
[bookmark: _Toc72852191]Elavon CWS SDK (Converge Web Services)
FINTECH uses Elavon Commerce SDK v4.4.0.  This program must be installed for FinTech to perform card present (Retail / MOTO) sales.  The FinTech setup program optionally installs CWS. If you chose not to install CWS during FinTech setup, you may install CWS at any time either before or after FinTech.
See CommerceWebServicesSetup.exe in the Tools folder. 
[bookmark: _Toc72852192]Node.js
FINTECH was developed using Node.js v12.6.2.  This program must be installed prior to using FinTech.  The FinTech setup program optionally installs Node.js. If you chose not to install Node.js during FinTech setup, you may install Node.js at any time before or after FinTech.  It is advised that node.js be installed before or at the same time as otherwise some steps of the FinTech install will need to be completed manually.
If Node.js is installed after FinTech then issue the following at a command prompt to download Node.js modules needed by FinTech.
npm install	 	 	
See node-v12.16.1-x64.msi in the Setup folder.  This version of node.js can be downloaded from https://nodejs.org/dist/v12.16.1/node-v12.16.1-x64.msi.
For more information, see the node.js page https://nodejs.org/en/blog/release/v12.16.1/
[bookmark: _Toc72852193]Process Manager pm2
The pm2 module for node.js is installed by the FinTech setup.  This module is an enhanced process manager for node.js.  It is used to daemonize FinTech (restart FinTech should FinTech terminate due to an unexpected error).
If Node.js is installed after FinTech, you will need to issue the following at a command prompt.
npm install pm2@latest -g 	install pm2 – process manager
Optionally, to have a rotating log, enter the following at a command prompt.
pm2 install pm2-logrotate 
pm2 is installed at C:\Users\<USER>\AppData\Roaming\npm\node_modules\pm2 where <USER> is the name of the user account in use for the install.
[bookmark: _Toc72852194]Preparing to Install FinTech
Call Elavon Software Tech Support at 1-800-377-3962 and ask them to whitelist your public IP address.  It is recommended that you use a static IP address.  If you do not know your public IP address, please visit https://www.whatismyip.com/ and make note of the public IP address reported.
Do not start the install until you have your merchant account created with Elavon.  When your account is created Elavon will provide you with credential information needed as part of the FinTech install.  You will need to provide that information to you Oneir contact.
You will need to call Elavon and ask to have the MCC feature turned on for your account.  You also must ask that it be turned on. These are two separate requests to Elavon.
Download the FinTech install files from Oneir and save them on the C: drive at C:\FinTechSetup.  Do not use C:\FinTech as that location is reserved.
The setup files are as follows:
· setup.cmd - execute this file to install FinTech and prerequisites - allows any step to fail without causing the entire install to fail
· setup.exe - FinTech installer
· FinTechSetup.msi – compressed archive used by setup.exe
· CommerceWebServicesSetup.exe - prerequisite - the CWS install program
· node-v12.16.2-x64.msi - prerequisite - the node.js install program
In addition, Oneir will provide a file 1234567.json where the numbers are the Elavon Account ID.  This file must be saved alongside the FinTech install files as the file is needed by the installer to create the proper configuration for FinTech.	


[bookmark: _Toc72852195]How To Install FinTech
In Windows Explorer double click on setup.exe to run the FinTech installer.  You need to be logged in as a user with elevated privileges (run as Administrator) and you need an internet connection for downloading Node.js modules which are not included with the setup.
	In Windows Explorer, navigate to the folder where the installation files for FinTech are saved.  Ideally this will be C:\FinTechSetup.

Double-click on setup.cmd, next to the box with a couple of gears inside, to begin the install of FinTech plus prerequisites.

If you are only installing FinTech, double-click setup.exe, next to the image of a disc.
	[image: ]


	The first step is to install Commerce Web Services (see How to Install CWS). Setup.cmd will start the installer for you.

	

	The second step is to install Node.js (see How to Install Node.js).  Setup.cmd will start the installer for you.

	

	The third step is to install FinTech (instructions follow).  Setup.cmd will start the installer for you.

	

	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	Click on Next.
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	Click on Next.
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	Reade the information displayed.  Click on Next.
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	Accept the default location for the install Folder.

Select the option to install for Everyone.

Click on Next.
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	This is informational.  Click on Next.
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	This is informational. Click on Next..
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	Setup will search for a private IP address to use.

If more than one IP Address is available then setup will prompt for which one to use.  If all are declined setup will prompt that no usable IP Address was found and the config file will have to be updated post install.

Click on OK.
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	This is informational. Click on Close.
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	After installing FinTech, got to the Oneir FinTech folder in the Start Menu and click on Start FinTech.
	

	
	



[bookmark: _Toc72852196]Configure FINTECH
[bookmark: _Toc72852197]Run at Startup
The command to run FinTech using pm2 is:	
pm2 start dist/app.js 	(from a command prompt in c:\fintech)
If you did not select Run at Startup during install and you change your mind, you can uninstall and select that option during reinstall.
Two shortcuts, Start FinTech and Stop FinTech are created on the Start Menu in the Oneir FinTech folder (source StartFinTech.cmd and StopFinTech.cmd in c:\fintech) 
The shortcuts can be found at C:\Users\<USER>\AppData\Roaming\Microsoft\ Windows\ Start Menu\ Programs\ Startup).
The pm2 output (pm2 list at command prompt) will show the id and name of the application. 
[image: ] To stop the app use one of the following commands:
pm2 stop <id>    
pm2 stop <name>
[bookmark: _Toc72852198]Database Credentials
Credentials for accessing the database are in the c:\fintech.env. Edit this file if database credentials change.
[bookmark: _Toc72852199]How To Install CWS
Regardless of when you choose to install Node.js, follow the description below.  Here is the flow of the screens for the CWS installer along with a description and the action to take at every step.

	In Windows Explorer, navigate to the Tools folder in the directory where FinTech is installed (C:\fintech\Tools). See CommerceWebServicesSetup. Double-click to run the program.
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	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	This is informational.  Click on Next.
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	Accept the default location for the destination folder and click on Install.
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	During the install this screen shows the progress of the install.  You may see multiple command windows open and close.  Wait for the install to be completed.
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	This is informational.  After the install is completed, click on Next.
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	This is informational.  The installation of CWS is complete.  Click on Finish.
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[bookmark: _Toc72852200]How To Install Node.js
Regardless of when you choose to install Node.js, follow the description below.  Here is the flow of the screens for the Node.js installer along with a description and the action to take at every step.

	In Windows Explorer, navigate to the Tools folder in the directory where FinTech is installed (C:\fintech\Tools). See node-v12.16.2-x64.msi. Double-click to run the program.
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	Click on Next.
	[image: ]


	Click on the checkbox to accept the license agreement.  Click on Next.
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	Accept the default folder for the installation location.  Click on Next.
	
[image: ]


	Accept the default features to be installed.  Click on Next.
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	Clear checkbox if checked.  Click on Next.
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	Click on Next.
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	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	If Node.js setup fails during FinTech setup, follow these instructions to install manually after FinTech setup is completed.

This screen is informational.  Wait for the install to complete.
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	Click on Finish.
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[bookmark: _Toc72852201]Appendix
[bookmark: _Toc72852202]Browser
User must manually close browser tab when finished with Elavon payment page.
[bookmark: _Toc72852203]Useful pm2 Commands
Here are useful pm2 commands (issue at a command prompt):

· pm2 start c:\fintech\dist\app.js 
· pm2 stop c:\fintech\dist\app.js

· pm2 list 			– list running managed processes
· pm2 logs 			– display pm2 logs
· pm2 flush 			– flush logs
· pm2 kill 			– stop pm2 and managed processes

· pm2 start app.js -- watch	- restart when a file is modified
· pm2 stop app.js -- watch	- stop watching
· npm install pm2@latest -g	- install pm2 
· npm uninstall pm2 -g	- uninstall pm2


To configure pm2 to have automatically rotating logs, issue the following command from a DOS prompt:

pm2 install pm2-logrotate  	- not npm install

Log files are saved at C:\Users\<USER>\.pm2\logs.

[bookmark: _Toc72852204]FinTech Files
The FINTECH application files are in the fintech and fintech\dist folders.  
The FINTECH application settings are located in the file config.json.  
WARNING - The file format is JSON.  Take care when editing this file.  An incorrectly formatted JSON file cannot be used and will result in runtime errors.

	Section
	Setting
	Description

	root
	port: 8080
	The local port on which FinTech listens for incoming connections.


	root
	environment: PROD
	This value will always be PROD.


	CWS
	
	This section is for Retail / MOTO transactions and has the settings needed for interacting with Commerce Web Services (CWS).


	
	host: xxx.xxx.xxx.xxx
	IP address of the host running CWS. This address should be the local IP address where FINTECH is executing. 


	
	port: 9790
	The port number on which CWS is listening. Elavon defines this as 9790.


	
	paymentGatewayId:
	Leave black. This is controlled by the program.


	
	handleDigitalSignature:false
	If the card reader in use supports a digital signature then set this to true. Otherwise set it to false.


	
	sleepInterval:750
	CWS works by providing transaction status information in response to a transaction status request for an active transaction.  Elavon recommends that this interval be set to a minimum of 750 (milliseconds).


	
	restartInterval
	Elavon recommends that CWS be restarted once every day. FINTECH uses a CRON like approach for scheduling restart:


	
	        type:TIME
	The interval type is TIME.


	
	        value:0 0 0 * * *
	This value matches midnight.


	
	merchant
	CWS supports multiple merchants.  Only one merchant may be used at a time.  This section contains an array of predefined merchants.  The first merchant is the default merchant.  The merchant section may be left blank if merchant credentials are passed to FINTECH by the calling program.

For each merchant using FINTECH, add a JSON array element with the following settings for each merchant:


	
	        desc: MERCHANT_NAME
	Use the name of the merchant as known to Elavon.


	
	        merchantId: 9999999
	Use the numeric Elavon account id provided by Elavon for this merchant.


	
	        pin: A9……………………………….8B
	Use the alphanumeric pin code provide by Elavon for this merchant.


	
	        userId: xxxxxxx
	The name of the Elavon user id defined as having permission to access CWS.  This is not the same as the Windows user id executing FINTECH.


	
	vendor
	To interact with CWS, FINTECH must identify itself when opening a connection to the payment gateway:


	
	        vendorId: ONEIR001
	The alphanumeric code assigned by Elavon to identify the FINTECH vendor. 


	
	        vendorAppName: FINTECH
	The name of this application.


	
	        vendorAppVersion: 1.0
	Version of FINTECH registered with Elavon.


	CNP
	
	Card not present processing (eCommerce) uses a combination of the Converge API, Elavon Hosted Payment Page and the XML API.

FINTECH uses a proxy website to provide integration between the Oneir desktop solution and the Elavon payment portal.


	
	pollingIntervalMilliSeconds: 10000
	Pierod between polling queries to retrieve transaction responses.


	
	deleteTransactionWhenDone: 1
	Delete transactions from database after processing is completed – 1 for yes, 0 for no.


	
	hppUrl:https://ngenerp.com/fintechapi/ goto_hosted_payment_page.htm
	The URL of the web page that provides access to the Elavon Hosted Payment Page.


	
	xmlEndpoint:https://api.convergepay.com/ VirtualMerchant/processxml.do
	The Elavon URL for sending calls using the XML API.



	
	sessionEndpoint
	The Elavon URL hosting the page used to get the Elavon session id:


	
	        host:api.convergepay.com
	The host address.


	
	        port:443
	The port on the host.


	
	merchant
	CNP ( Converge API + Elavon HPP + XML API) supports multiple merchants.  This section contains an array of predefined merchants.  The first merchant is the default merchant.  The merchant section may be left blank if merchant credentials are passed to FINTECH by the calling program.  For CNP the merchant credentials are required for each and every transaction.

Merchant settings for CNP are the same as for CWS (see above).  The one exception is postalcode


	
	        postalcode:X9X9X9
	To each merchant array add the postal code (no spaces) of the address of the Elavon merchant account to use as a default value for eCommerce for AVS verification by the credit card vendor.





Sample config file
{
  "port": "8080",
  "environment": "DEMO",
  "CWS": {
    "host": "192.168.2.24",
    "port": "9790",
    "paymentGatewayID": "",
    "handleDigitalSignature": false,
    "sleepInterval": "750",
    "restartInterval": {
      "type": "TIME",
      "value": "0 0 0 * * *"
    },
    "merchant": [
      {
        "desc": "MERCHANT",
        "merchantId": "0***6",
        "pin": "W45F************************9WHG",
        "userId": "a***r"
      }
    ]
  },
  "vendor": {
    "vendorId": "ONEIR001",
    "vendorAppName": "FINTECH",
    "vendorAppVersion": "1.0"
  },
  "CNP": {
    "pollingIntervalMilliSeconds": 10000,
    "deleteTransactionWhenDone": 1,
    "hppUrl": "https:// ngenerp.com/goto_hosted_payment_page.htm",
    "xmlEndpoint": "https://api.demo.convergepay.com/VirtualMerchantDemo/processxml.do",
    "sessionEndpoint": {
      "host": "demo.convergepay.com",
      "port": 443
    },
    "merchant": [
      {
        "desc": "MERCHANT",
        "merchantId": "0***6",
        "pin": "FZUF************************HNQL",
        "userId": "a***er",
        "postalcode": "M4J1P7"
      }
    ]
  }
}

[bookmark: _Toc72852205]How To Uninstall CWS Manually
	In the Search Box (lower left of Taskbar) type Remove.  Then click on Add or remove programs. 
	[image: ]


	In the Apps & Features panel, find and click on CommerceWebServices. Then click on Uninstall.
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	Click on Uninstall in the window that pops up.
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	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	Click on Next.
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	Click on Uninstall.
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	The uninstall progress is displayed.  You may see multiple command windows open and close. Wait for the uninstall to finish.
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	Click on Finish.
	[image: ]




[bookmark: _Toc72852206]How To Uninstall Node.js
Similar to uninstalling CWS, Node.js can be uninstalled from Apps & Features (see How To Uninstall CWS for instructions).
Follow the instructions below to uninstall using the setup program.
	In Windows Explorer, navigate to the Tools folder in the directory where FinTech is installed (C:\fintech\Tools). See node-v12.16.2-x64.msi. Double-click to run the program.
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	Click on Next.
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	Click on Remove.
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	Click on Remove.
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	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	Wait for the uninstall to finish.
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	Click on Finish.
	[image: ]




[bookmark: _Toc72852207]How To Uninstall FinTech
Similar to uninstalling CWS, FinTech can be uninstalled from Apps & Features (see How To Uninstall CWS for instructions). Uninstalling FinTech does not uninstall CWS or Node.js.  See How To Uninstall CWS and How To Uninstall Node.js.
Follow the instructions below to uninstall FinTech using the setup program.
	In Windows Explorer, navigate to the Tools folder in the directory where FinTech is installed (C:\fintech\Tools). See node-v12.16.2-x64.msi. Double-click to run the program.
	[image: ]


	If you see the User Access Control dialog asking for permission, click on Yes.

	User Access Control Dialog:

Do you want to allow this app to make changes to your device?


	Click on Remove Oneir Fintech. Click on Finish.
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	This is informational. It shows the progress of uninstalling FinTeck.  Let it finish running.
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	If Node.js is running it needs to be stopped. Click OK to stop Node.js.  

The Cancel button is used to stop the uninstall.
	[image: ]


	FinTech is uninstalled.  Click on Close.
	[image: ]
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